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Product/ Material to
be tested

Parameter/ Type of test/
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measurement/
detection limit

Method/
Technique

Facility

Wireless Network
infrastructure
devices, network
connected and
network connectable
devices

6.1 Access control mechanism
6.2 Authentication mechanism
6.3 Secure update mechanism
6.4 Secure storage mechanism
6.5 Secure communication
mechanism

6.6 Resilience mechanism

6.7 Network monitoring
mechanism

6.8 Traffic control mechanism
6.9 Confidential cryptographic
keys

6.10 General equipment
capabilities

6.11 Cryptography

Qualitative

EN 18031-1

Permanent

Wireless devices
handling personal /
privacy information

6.1 Access control mechanism
6.2 Authentication mechanism
6.3 Secure update mechanism
6.4 Secure storage mechanism
6.5 Secure communication
mechanism

6.6 Logging mechanism

6.7 Deletion mechanism

6.8 User notification mechanism
6.9 Confidential cryptographic
keys

6.10 General equipment
capabilities

6.11 Cryptography

Qualitative

EN 18031-2

Permanent
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Product/ Material to
be tested

Parameter/ Type of test/
Properties Measured

Range of
measurement/
detection limit

Method/
Technique

Facility

Wireless devices
handling financial
transactions and

activities.

6.1 Access control mechanism
6.2 Authentication mechanism
6.3 Secure update mechanism
6.4 Secure storage mechanism
6.5 Secure communication
mechanism

6.6 Logging mechanism

6.7 Confidential cryptographic
keys

6.8 General equipment
capabilities

6.9 Cryptography

Qualitative

EN 18031-3

Permanent

Consumer loT
Devices

5.1 No universal default
passwords,

5.2 Implement a means to
manage reports of vulnerabilities,
5.3 Keep software updated,

5.4 Securely store sensitive
security parameters,

5.5 Communicate securely,

5.6 Minimize exposed attack
surfaces,

5.7 Ensure software integrity,
5.8 Ensure that personal data is
secure,

5.9 Make systems resilient to
outages,

5.10 Examine system telemetry
data,

5.11 Make it easy for users to

Qualitative

ETSI EN 303
645

Permanent
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delete user data,

5.12 Make installation and
maintenance of devices easy,
5.13 Validate input data,

6 Data protection provisions for
consumer loT
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